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Abstract. This article proposes and experimentally validates a formalized 
development flow for a specialized cryptographic controller intended for the 
hardware implementation of electronic digital signature algorithms. The 
proposed flow is presented as a methodology covering the full development 
cycle, from architectural design to preparation for MPW fabrication. The 
controller architecture is based on a modular principle: the system consists of 
functionally independent hardware blocks developed and verified as separate 
modules. For each module, RTL implementation, development of a hardware 
abstraction layer (HAL), and hardware verification at the FPGA-prototyping 
stage are performed. After hardware verification, critical modules undergo 
physical validation within the MPW flow. After modular verification, the blocks 
are integrated into the system, the final memory map is generated, and system-
level hardware verification is performed. The methodology was experimentally 
validated on a TinyQV demonstration computing module compatible with the 
RISC-V ISA. Hardware verification was performed on the GOWIN Tang Primer 
20K FPGA platform, and physical implementation was carried out in the 
TinyTapeout MPW flow using the SkyWater SKY130 PDK. 
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Introduction 
Ensuring secure electronic document management and electronic transactions is currently 

one of the key information-security challenges in government, financial, and corporate information 
systems. To address this challenge, electronic digital signatures (EDS) are widely used as a 
cryptographic mechanism that provides authenticity of origin, data integrity, and non-repudiation 
for electronic documents and transactions [1-4]. 

An electronic digital signature can be implemented in software or hardware [5]. Software and 
hardware/software implementations are typically based on general-purpose microcontrollers, 
where cryptographic operations are executed in software. A hardware implementation involves 
executing cryptographic operations and storing private keys in a specialized integrated circuit, 
such as a cryptographic controller, or in other dedicated hardware [6]. This approach increases 
security by isolating key material and reducing the impact of software vulnerabilities [7-9]. 

Because hardware implementations of electronic digital signatures provide a higher level of 
security than purely software-based approaches [7], the development of specialized hardware 
solutions has become an active research area and is well represented in recent scientific literature. 
A significant number of studies focus on hardware implementations of cryptographic algorithms 
for electronic digital signatures. Papers [10-12] present RSA hardware-accelerator architectures 
implemented on FPGA and ASIC platforms. Studies [13-15] propose hardware-accelerator 
architectures for elliptic-curve algorithms, including ECDSA and EdDSA. Hardware 
implementations of national cryptographic standards are also presented in [16, 17], where 
cryptographic coprocessor architectures and hardware cores for GOST algorithms are proposed. 

In parallel with the development of cryptographic accelerators, methods for designing and 
verifying systems-on-chip (SoCs) that incorporate cryptographic modules are also being actively 
investigated. Various approaches to functional and formal verification of SoC architectures have 
been proposed in [18-21], including assertion-based verification, dynamic information-flow 
analysis, and the Universal Verification Methodology (UVM). FPGA prototyping is widely used for 
practical verification of architectural solutions, enabling pre-silicon validation and embedded-
software bring-up before chip fabrication [22-24]. Open-source ASIC physical-design flows are also 
maturing, and the feasibility of implementing cryptographic hardware blocks using an open-
source RTL-to-GDS flow based on the SkyWater 130 nm process technology has been 
demonstrated in [25-27]. 

Despite the substantial body of research on hardware implementations of cryptographic 
algorithms and methods for designing secure SoCs, the scientific literature still lacks a formalized 
and reproducible development flow for cryptographic controllers [28]. A consistent approach that 
covers architectural design, RTL implementation, hardware verification, and subsequent physical 
implementation as an application-specific integrated circuit (ASIC) has not yet been sufficiently 
developed [29, 30]. As a result, architectural and interface errors are often detected at late stages 
of development, including physical prototyping, which increases development time, cost, and 
technological risk [31, 32]. 

This paper presents the results of applied research conducted during the development of a 
specialized cryptographic controller with hardware implementation of digital signature 
algorithms. Practical validation of the architectural and methodological solutions was carried out 
within research project AP26103891, "Development of a domestic cryptographic controller and 
its implementation in a key-storage device," funded by the Science Committee of the Ministry of 
Science and Higher Education of the Republic of Kazakhstan. The cryptographic controller under 
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development is intended for use in a cryptographic key storage device (USB token) that provides 
secure authentication and data protection in systems supporting the Fast Identity Online (FIDO) 
standard [33, 34] and digital signature algorithms. 

The cryptographic controller under development imposes strict requirements on the 
correctness of hardware implementations of cryptographic algorithms and on the reliability of 
individual modules. Together with the high cost of correcting architectural errors at the physical-
prototyping stage, these requirements make it necessary to formalize the development flow. 

Accordingly, this paper proposes a formalized development flow for a cryptographic 
controller. The flow is presented as a methodology based on step-by-step hardware and physical-
design verification of individual functional modules, followed by integration testing of the 
complete system. This approach enables early identification of architectural and interface 
inconsistencies and mitigates technological risks during the transition to ASIC implementation. 

The aim of this work is to develop and experimentally verify a formalized development flow 
for a specialized cryptographic controller implementing electronic digital signature algorithms, 
based on step-by-step hardware and physical-design verification of functional modules and of the 
integrated system as a whole. 

To achieve this aim, the following tasks were performed: 
1. Develop a modular architecture for a specialized cryptographic controller implementing 

electronic digital signature algorithms. 
2. Define a formalized development flow for a tape-out-ready cryptographic controller. 
3. Implement a demonstration processing module at the RTL level as part of the experimental 

validation of the proposed flow. 
4. Conduct FPGA-based hardware verification of the demonstration module. 
5. Perform physical design of the demonstration module in the RTL-to-GDS flow, including 

synthesis, placement, routing, and DRC/LVS verification within the MPW platform. 
6. Demonstrate the applicability of the proposed development flow to the integrated 

cryptographic controller architecture. 
 
The scientific novelty of this paper lies in the creation of a formalized development flow for a 

specialized cryptographic controller dedicated to digital signature algorithms. This flow is 
characterized by a step-by-step methodology that combines FPGA-based hardware verification 
with an RTL-to-GDS pipeline for MPW preparation, first for individual functional modules and then 
for the integrated system as a whole. 

 
The methodology 
This paper proposes a formalized methodology for developing a specialized cryptographic 

controller that covers the entire development process, from system architecture design to physical 
implementation as a specialized integrated circuit. The methodology is oriented toward a 
reproducible open-source tool flow. Its stages are described below. 

The first stage involves architectural design of the cryptographic controller, including 
definition of the system structure and the composition of its functional modules: computational, 
system, and specialized cryptographic units. 

The second stage involves modular development, in which each functional block is 
implemented at the RTL level and functionally verified. In parallel, a modular hardware abstraction 
layer (HAL) is developed to provide a software interface to the hardware components. Next, FPGA-
based hardware verification of the modules is performed to confirm their correct operation in a  
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real hardware environment. 
For physical validation of critical modules, the MPW approach is used together with an 

automated RTL-to-GDS flow that includes logic synthesis, placement, routing, and DRC/LVS 
checks, thereby verifying the physical implementation at the physical-design stage. 

After modular verification is complete, the blocks are integrated step by step into the overall 
architecture, the system memory map is generated, and the HAL is finalized. 

The integrated architecture then undergoes system-level FPGA-based hardware verification, 
including verification of inter-module interactions and firmware execution. 

At the final stage, the integrated system is implemented through the RTL-to-GDS flow and 
submitted to an MPW shuttle for fabrication of a prototype integrated circuit. 

The general flowchart for developing a cryptographic controller within the proposed 
methodology is shown in Figure 1. 

 

 
 

Figure 1. Formalized development flow for a cryptographic controller with step-by-
step hardware and physical-design verification 

 
For physical design, the proposed methodology uses the MPW approach, which enables 

prototype integrated circuits to be fabricated at significantly lower cost and with shorter 
turnaround times than dedicated ASIC fabrication. 

The MPW approach requires a platform that provides a reproducible and technologically 
reliable prototyping flow, an open PDK, and automated design tools. 

To this end, a comparative analysis of available MPW platforms was conducted with regard to 
supported process technology, openness of the tool environment, and degree of design-flow 
automation (Table 1). 
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The comparison shows that, among the platforms considered, TinyTapeout combines support 
for the open-source SkyWater SKY130 PDK, a fully automated design flow, and open accessibility 
for research and small-scale projects. These factors determined its use in the proposed 
methodology. 

 
Table 1. Comparison of MPW prototyping platforms by process and tool-flow 

characteristics 

Platform Process 
Participatio

n cost 
Availability 

Open-source 
PDK 

(SkyWater) 

Automated 
design flow 

Tool flow 

Global 
Foundries 
MPW [35] 

GF130, 
GF180, 65 
nm, 22 nm 

Upon 
request 

Limited 
(corporate 

access, NDA) 
No No 

Commercia
l EDA 

MOSIS [36] 

SkyWater 
SKY130, 

TSMC, GF, 
OnSemi 

~10 000–
12 000 USD 

Limited 
(through 
broker) 

Limited 
(through 
broker) 

No 
Commercia

l EDA 

Muse 
Semiconduct

or [37] 

TSMC 180 
nm, 65 nm 

1 250–14 
000 USD 

Open No No 
Commercia

l EDA 

Cadence 
MPW 

(SkyWater)[
38] 

SkyWater 
SKY130 

~10 000–
12 000 USD 

Limited 
(corporate 
programs) 

No No 
Cadence 

EDA 

TinyTapeout 
[39] 

SkyWater 
SKY130 

~385 € Open Yes Yes 

Yosys, 
OpenLane, 

Magic, 
KLayout 

 
Findings/Discussion 
Architecture of the Dedicated Cryptographic Controller 
The architecture of the dedicated cryptographic controller is modular and includes a base 

processor module, a system bus, a memory subsystem, peripheral interfaces, and specialized 
hardware blocks designed to implement cryptographic functions.  

 

 
 

Figure 2. Architecture of a dedicated cryptographic controller 
Architecture of the Demonstration Processing Module 
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In this paper, the demonstration module is the base processing unit of the cryptographic 
controller, namely the TinyQV core. For this module, the complete development and MPW-
prototyping cycle was carried out, from RTL description to preparation for fabrication. Figure 3 
shows the architecture of the demonstration core module. 

 

 
 

Figure 3. Architecture of the TinyQV demonstration core module 
 

The architecture of the TinyQV demonstration processing unit includes a processor core, an 
instruction fetch and decode unit, a register file, an arithmetic logic unit, a timer, a counter, and a 
memory-access subsystem with a QSPI interface for external flash memory. 

RTL Implementation of the Demonstration Core Module 
The RTL implementation of the TinyQV processing core is written in Verilog HDL and 

organized as a module hierarchy with the top-level module tinyqv.v. The processor subsystem 
includes an instruction decoder for the RV32EC ISA, a register file, an execution unit with 4-bit 
nibble-serial data processing, an arithmetic logic unit (ALU), a shift unit, and a timer. The memory 
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subsystem is implemented using a memory-access controller and a QSPI controller. The RTL 
module hierarchy of the TinyQV processing core is shown in Figure 4. 

 

 
 

Figure 4. Hierarchy of RTL modules of the TinyQV processing core 
 
Hardware Verification of the Demonstration Processing Module 
 

 
 

Figure 5. GOWIN Tang Primer 20K FPGA platform 
Hardware verification of the RISC-V-compatible TinyQV processing core was performed on the 

GOWIN Tang Primer 20K FPGA platform (Figure 5). 



Development Flow of a Digital Signature Cryptographic Controller  
with FPGA Verification and MPW Prototyping 

 

Eurasian Journal of Applied Engineering and Technology (EJAET) №3(156)/ 2026 

 
261 

 

The memory subsystem in the FPGA design was implemented using GOWIN FPGA BRAM 
primitives in single-port mode. To implement the memory-access scheme, the sim_qspi.v module 
was developed. This module contains one read-only memory (ROM) block for storing program 
code and two random-access memory (RAM) blocks for storing data. It enables interaction 
between the TinyQV computational core and the memory subsystem during FPGA verification. The 
structural diagram of the interaction between the computational core and the memory subsystem 
is shown in Figure 6. 

 
 

Figure 6. Structural diagram of the interaction between the TinyQV processing core 
and the memory subsystem during FPGA verification 

 
A fragment of the RTL description of the sim_qspi.v module, illustrating the instantiation and 

connection of GOWIN_SinglePort BRAM primitives, is shown in Figure 7. 
Memory addressing is byte-based. Instructions are fetched as 32-bit words formed by 

sequentially concatenating four bytes in little-endian order. 
During the FPGA verification phase, correct operation of the memory subsystem was verified. 

Byte addressing, data integrity during read and write operations, and the absence of access 
conflicts in single-port mode were monitored. The results confirmed correct implementation of 
the memory-access scheme. 

After correct operation of the memory subsystem had been confirmed, a test program in HEX 
format, generated in little-endian order, was loaded into BRAM. Memory initialization was 
performed byte by byte in accordance with the instruction-fetch order of the TinyQV processing 
core.  

During verification, correct formation of the 32-bit instruction word, decoding accuracy, data 
integrity during BRAM reads, and correct write-back of the result to the register file were checked. 
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The verification results confirmed that instructions are correctly read from memory and  
executed by the processing core. 
 

 
 

Figure 7. Fragment of the RTL description of the sim_qspi.v module: instantiation and 
connection of GOWIN_SinglePort memory primitives (BRAM) 

The addi x10, x0, 1 instruction was used as a test instruction to verify correct execution of an 
arithmetic operation and write-back of the result to the a0 register. The representation of the 
instruction in assembly, binary, and hexadecimal formats is shown in Figure 8. 

 

 
 

Figure 8. Assembly, binary, and hexadecimal representation of the addi x10, x0, 1 
instruction 
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To verify correct operation of the arithmetic logic unit and the write-back mechanism, a 
functional increment test was implemented. The addi x10, x0, 1 instruction was executed in an 
infinite loop together with an unconditional jump instruction, jal x0, -4, to ensure cyclic program 
execution. The representation of the unconditional jump instruction is shown in Figure 9. 

 

 
 
Figure 9. Representation of the unconditional jump instruction used to organize cyclic 

program execution 
 
This test verified execution-flow stability, correct execution of sequential arithmetic 

operations, and the absence of dropped cycles. 
At a clock frequency of 27 MHz, changes in the least significant bits of the a0 register occurred 

too quickly to be observed visually. Therefore, the most significant bits of the a0 register (bits 24-
26) were displayed on the LED indicator. A uniform change in the LED pattern (Figure 10) indicates 
stable execution of the cyclic program and correct write-back of computation results. 

 

  
a) LED indication state, where a0 = 100 b) LED indication state after the register 

is incremented, resulting in a0 = 101 
 

Figure 10. LED indication of the counter state in register a0 during hardware 
verification of the TinyQV processing core 

 
The built-in GOWIN Analyzer Oscilloscope logic analyzer was used to confirm that the hardware 
behavior matched the expected logic. The timing diagrams for the internal led_r (a0) register, 
shown in Figure 11, demonstrate a consistent increase in value without gaps or deviations,  
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confirming correct implementation of the increment mechanism at the hardware level. 
 

  
a) state before the increment (011) 

 
b) state after the increment (100) 

Figure 11. Timing diagrams of changes in the led_r (a0) register state during execution 
of the increment instruction 

 
HAL of the Demonstration Processing Module 
In the demonstration processing module, hardware-abstraction functions are provided 

through the native TinyQV toolchain and are not separated into a standalone HAL software layer. 
The native RISC-V GNU toolchain and accompanying SDK take into account the architectural 
features of the processing core and its fixed memory map, ensuring correct compilation and 
execution of software on the MPW prototype. 

Preparing the Demonstration Processing Module for MPW Prototyping 
When preparing the demonstration processing module for prototyping in the TinyTapeout 

MPW pipeline, MPW platform constraints were taken into account, including the limited footprint 
of the 3-by-2 tile configuration, a fixed number of I/O lines (8 input lines, 8 output lines, and 8 
general-purpose bidirectional lines), and the maximum operating frequency of 64 MHz. 

The RTL description of the processing core was adapted to the requirements of the 
TinyTapeout platform template [40]. Functional verification was performed using a cocotb-based 
test environment [41]. 

Physical implementation of the design was performed using the automated OpenLane flow, 
including logic synthesis, standard-cell placement, routing, and GDSII file generation. Successful 
completion of DRC and LVS checks was confirmed, and timing closure against the specified 
constraints was achieved. After completion of the automated OpenLane flow, the demonstration 
processing-unit design was submitted to the TinyTapeout MPW shuttle for prototype fabrication. 

Application of the Formalized Development Flow at the Cryptographic-Controller Level 
The proposed development flow and MPW-prototyping approach were applied not only to the 

demonstration processing module but also to other functional modules of the cryptographic 
controller, including specialized cryptographic modules that implement digital signature 
algorithms within a single architectural model. 

After development and hardware verification of the individual modules were completed, the 
modules were integrated step by step into the cryptographic controller, the final system memory 
map was generated, and development of the hardware abstraction layer (HAL) was completed. 

Next, system-level hardware verification of the integrated FPGA architecture was performed, 
including verification of inter-module communication, operation of the memory subsystem and 
peripheral interfaces, and execution of test firmware. 
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Based on the FPGA verification results, the cryptographic-controller architecture was adapted 
to the MPW platform requirements and prepared for submission to an MPW shuttle for prototype 
integrated-circuit fabrication. 

The following discussion evaluates these results in terms of reproducibility, verification 
coverage, and readiness for MPW-based physical prototyping. 

The results obtained in this study confirm the practical feasibility of the proposed formalized 
development flow for a specialized cryptographic controller, in which architectural design, RTL 
implementation, FPGA-based hardware verification, an automated RTL-to-GDS flow, and 
subsequent submission of the design for MPW fabrication are combined into a single reproducible 
process. Unlike publications focused on microarchitectural optimization of individual 
cryptographic accelerators [10-17], studies examining particular aspects of SoC verification [18-
24], or works on open-source RTL-to-GDS design [25-27, 39-41], this study demonstrates the 
integration of these stages into an end-to-end methodology for developing a specialized integrated 
circuit. The key result is that the modular architecture of the cryptographic controller enables early 
design verification before both system integration and physical implementation. At the modular 
level, RTL implementation and FPGA verification of individual functional blocks were performed. 
Critical modules, including the TinyQV processing core and specialized cryptographic blocks, were 
subjected to physical-design validation using an automated RTL-to-GDS flow, followed by tape-out 
preparation for MPW fabrication. At the system level, FPGA verification of the unified architecture 
was conducted, including verification of inter-module communication, operation of the memory 
subsystem and peripheral components, and execution of test firmware. The integrated 
architecture was prepared for physical implementation within the MPW platform. This 
development framework enables architectural and interface inconsistencies to be identified before 
the tape-out stage and reduces the risk of discovering critical errors at later design stages. 

Experimental verification of the methodology on the TinyQV demonstration processing unit 
confirms the applicability of the proposed approach to a functionally significant cryptographic-
controller core. FPGA verification on the GOWIN Tang Primer 20K platform demonstrated correct 
instruction fetching and execution, correct operation of the write-back mechanism, and correct 
operation of the memory subsystem at a clock frequency of 27 MHz. Instrumental testing using the 
GOWIN Analyzer Oscilloscope showed stable execution of the test program without dropped cycles 
or observable timing anomalies, confirming the consistency of the microarchitectural solutions 
and the correct transition from RTL description to hardware implementation. 

An important result is the confirmation that the demonstration module can be transferred to 
the physical implementation level under MPW-prototyping conditions. The project was adapted to 
the limitations of the TinyTapeout platform, including area, I/O line count, and frequency 
constraints, and the automated RTL-to-GDS flow in the OpenLane environment was successfully 
completed. The design passed DRC and LVS checks and met the specified timing constraints. These 
results demonstrate the reproducibility of the physical-design stage of the methodology within an 
open-source toolchain and the feasibility of preparing the design for MPW fabrication without 
commercial EDA tools. 

In addition to the demonstration computing module, the same flow was also applied to 
specialized cryptographic blocks. Preliminary FPGA resource estimates for hardware accelerators 
implementing electronic digital signature algorithms under ST RK GOST R 34.10-2015 are 
approximately 14 602 LUTs, 6 702 FFs, and an operating frequency of up to 23.9 MHz. These results 
confirm that such modules can be implemented within the proposed development flow. 
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This study primarily focuses on formalizing the development flow and experimentally 
validating it. The quantitative estimates obtained demonstrate the potential of this approach and 
provide a basis for further optimization of cryptographic modules in terms of performance, area, 
and power consumption. 

Overall, the results confirm that the proposed approach provides a reproducible and 
technologically sound transition from an architectural model to hardware verification and physical 
implementation for MPW prototyping. It can therefore serve as a practical basis for creating 
specialized cryptographic controllers and other classes of secure SoC solutions. 

 
Conclusion 
This paper presents and experimentally verifies a formalized development flow for a 

specialized cryptographic controller intended for the hardware implementation of electronic 
digital signature algorithms. The proposed flow is implemented as a methodology based on 
modular development and step-by-step hardware verification of individual functional blocks, 
followed by physical-design verification using the MPW approach and by integration testing and 
physical prototyping of the system as a whole. This study established a modular architecture for a 
specialized cryptographic controller, including a computing core, system bus, memory subsystem, 
peripheral interfaces, and specialized cryptographic hardware blocks. A formalized development 
flow for the cryptographic controller was also formulated. This flow integrates architectural 
design, RTL implementation, FPGA-based hardware verification, and physical implementation in 
an automated RTL-to-GDS workflow. As part of the experimental verification, a demonstration 
computing module based on the TinyQV processor core was implemented, and a complete 
development cycle was carried out for this module, from RTL description to preparation for MPW 
prototyping. 

Hardware verification of the demonstration module was conducted on the GOWIN Tang 
Primer 20K FPGA platform. FPGA verification confirmed correct instruction execution, operation 
of the memory subsystem, and operation of the write-back mechanism. Physical-design 
verification was performed using the automated RTL-to-GDS flow in the open-source OpenLane 
toolchain. Successful completion of DRC and LVS checks was confirmed, and timing closure against 
the specified design constraints was achieved. The results demonstrate the applicability of the 
proposed development flow to the integrated cryptographic-controller architecture. 

The measured FPGA implementation metrics (2 460 LUTs, 964 FFs, and an operating 
frequency of up to 27 MHz) confirm the applicability of this approach with constrained hardware 
resources and its suitability for prototyping specialized cryptographic devices.тFuture research 
will include a more detailed evaluation of the developed cryptographic modules in terms of 
performance, area, and power consumption. Another important research direction is the analysis 
of the resilience of the hardware implementation to side-channel attacks. 
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